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Our Services

Hardware & Firmware Update (AS)
	– Review of all AS components for obsolescence to ensure spare 

parts availability and system security
	– Adaptation of installed components according to manufacturer 

specifications
	– Firmware updates to ensure functionality and security

Operating System Migration & Virtualization (OS)
	– Modernization of OS hardware in accordance with manufacturer 

release lists
	– Operating system updates compatible with the control system
	– Transition to virtualized environments to increase availability and 

reduce maintenance costs

IT/OT Hardening & Network Security
	– Installation of all approved patches and updates
	– Optimization and segmentation of communication networks
	– Preparation for internal and external audits
	– Hardening of infrastructure including remote access

Control System Version Updates
	– Scheduled updates to protect your investment
	– Minimization of operational disruptions during migration

Bilfinger LifeCycleManagement
	– Continuous update of plant documentation
	– Maintenance of control cabinets (e.g., battery replacement, filter 

cleaning) to extend service life
	– Profibus analysis to prevent communication failures
	– AS/OS update service for current software and firmware versions

Accompanying Services & Quality Assurance
	– Review of all scripts for errors
	– Inspection and, if necessary, replacement of control system 

libraries to prepare for future migrations

Outdated control systems put safety and plant availability at risk. With decades of experience and a prac-
tice-oriented approach, Bilfinger ensures a seamless migration.

Why Bilfinger?

	– Pre-Migration
	- Execution of a pre-migration to verify application com-
patibility before full project commissioning

	- Preparation of a tailored proposal
	– Practice-Oriented & Budget-Adapted Approach
	– Robust network, internal and external
	– Decades of experience and extensive industry expertise
	– Partnership-based business model
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Life Cycle of a PCS 7 System


